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Introduction to Cyber Security

Sending signed and encrypted email

Now you'll use the Mailvelope tool that you configured in the previous step to send
a signed and encrypted email to the cybersecurity-mooc email address.

1. First, open Google Chrome, log in to your email and start a new message.
Address it to cybersecurity-mooc@open.ac.uk .

Super secret message [
cybersec urity-mooc @open.ac.uk
Super secret message

ER: ce:m=0

2. You will see a notepad icon appear in the message window, see image, click
this. It will bring up the Mailvelope message window, where you can type
your message. Please note that the green lozenge in the top right hand
corner is a different colour for each person - so don't worry if yours isn't
green.

| chra i sjibbejlbohiaggdiogboambcijhkke/common/ui/modal/editor. htmi?id=wk884g f&iedi wr_ty_l = [ B [

Compose Mail L

This is my super secret message Please do not steal it | I
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3. Click the 'Sign’ button in the right hand corner of the window. It will bring up a
dialog box where you can add the key that you want to use for this message.

@ d'erme-ex‘lEnsion:mm'Iibbe'pbnhfaggdiuglmambcy@mm#uifﬂﬁrﬁ‘ !H =m93l]xx&edihor_t.. =

Sign message with key:

| Me <Me@mvemail.com= "|

[ Me <Me@myemail.com= |
Ok Cancel

4. Select the key you generated for yourself earlier then enter the pass phrase
for this key.

@ d'lrome-Exlensionﬁh'ibbe'lbnhﬁggdiugh)ambcy@mm#UUﬂMrﬂ‘.l!:ﬂgmkxaledihor_t..
e ———— i

Key unlock

UserID: Me <Me@myemail.com>
Key ID: BF130879860DB3AA1

Password:

Please enter... l

] Remember passwords for this session
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This will modify your message to include an encrypted signature block,
shown below.

m chrome-extension://kajibbejlbohfaggdiogboambcijhkke/common/ui/modal/editor.html?id=8nd930xx&ieditor_t... @ﬂg

Compose Mail b

————— BEGIN PGP SIGNED MESSAGE-----
Hash: SHAZ256

I

This is my super secret message. Please do not steal it.

----- BEGIN PGP SIGNATURE-----

Version: OpenPGP js w0.7.2

Comment: hitp://openpgpjs.org
wsBcBAEBCAAQBQJUOPSICRC/EWhShtuKoQAA19wWHIjMszwDEIQMAXOPIySgA

5. Now encrypt the signed message so that only the intended recipient can
read it. To do this, press transfer to send your message back to the email
window and click the notepad again, followed by ‘Encrypt’

6. You will be presented with a dialog box asking you to select the keys
associated with the intended recipients. Select the key for ‘cybersecurity-
mooc@open.ac.uk’ and click ‘Add’ followed by ‘OK’.

f§| chrome-extension://kajibbejlbohfaggdiogboambeijhkke/common/ui/modal/editar htmiZid=u0zonnzl&editor. ty... =] e
L —————— e —e

Cyber Security MOOC =cybersecurity-moocg v m

Encrypt for:

Cyber Security MOOC <cybersecurity-mooc
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Your message will be modified again:
f R ———— Bl
@ chrome-exlension:ﬂkajibbejlhohfaggdiogbDambl:ijhkke.l’commor\fuifmodal!editor.html?id:uUznnnzI&editor_ty...El&lg
Compose Mail L=l
----- BEGIN PGP MESSAGE----- I
Version: Mailvelope 0.11.0
Comment: Email security by Mailvelope - hitps://www._mailvelope.com

WEBIMAT puBMIPAWIIAQZAUQY2mstOr2nQeteQYHDKHY 1 IUCICXOLNF +tKfT0z
5NpbVTIOPKU13SRBWRY3SyHuzvd77dHJ0A2UMJIKBhvynnQgg2SIRTAWAFhRE
VUUNPLTEWWh 1 udhoHT 0aSVW/UIABpUIsUBSIXpke X9 Epuh4pVmyDvsBiixG
YQ3HEB4SulMeF +PEdBbbSUXIWIWgkF mHituAKg5hglzIChbYAeEHMGXc9HPWS
Wpkduvr/z1i0fcD1IRL7 pogIpavKur2rimjisvtaL 5eSypQPaxADATQmCgPF
XC+pBIFONAXKICOGDILBKYO5agtZQsyBEce WYUnwGeQ+TETAZIKKIPEDNOO

e s e e — . e a e e ma e e

7. The final step is to move this signed and encrypted message back to the
web-based email system by clicking ‘Transfer’. Then hit ‘Send’ in your email
system.

We have configured our mailbox to respond with an email showing that we
successfully decrypted your message.
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