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Introduction to Cyber Security

Configuring your own firewall (PC)

In this, we’ll be turning on the firewall in Windows 7. If you have Windows 8, follow this
link for instructions on how to enable the firewall for your operating system:

http://windows.microsoft.com/en-gb/windows-8/windows-firewall-from-start-to-
finish

Turning the firewall on

1. Go to the Start menu and open up the Control Panel.

2. Select System and Security.

‘ H + Control Panel » .| s )

Adjust your computer's settings Viewly: Category =
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3. Click on Windows Firewall.

K ae [o Comolbme s Spmammnascui s T o e )

Control Panel Home .
= 'r Action Center
* SystemandS " Review your computer’s status and resolve issues ‘9" Change User Account Control settings

Troubleshoot common computer problems Restore your computer to an earlier time

Network and Internet

Hardware and Sound ‘ Wisows Firewall -
Chetefirewall status | Allow a program through Windows Firewall

Programs

4. Click Turn Windows Firewall on or off (you may need to enter an administrator
password depending on how your Windows is set up).

B ] ContrtPune s Syrem sndSecurty ) Windows Frcwa =45 | Seorch Conttborct 2|
@

11 Panel Home R :
Help protect your computer with Windows Firewall

Aliow & program of feature Windews Firewall can help prevent hackers or malicious software from gaiming sccess fo your computer
through Wndows Faewal through the Intermet or & netwark.
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™ 1
& Change nge Hiorw does 4 fremadl help protect my compater
L WO ooe ecbercnk hacations?
off
& Restoce defauts Upadater yosr Firewall settings
W Advanced settingt Windows Firewall is not using the recommended f P 1
sattngs (o protect your <omputer, gu" - — "n'_ .'5"_ 2
Troublethaot my neteork
What are the recommended settings!
. ° Home or work (private) networks Connected (&

Metworks at homee of work where you know and trust the people and devices on the network

Windaws Frewall state: O
Incoming connections: Blotk all connections to programs that sre not on the
st of allowed programs

Actrve heme or werk (prvate) netwerks B cducem 2

HNotfaton wale Moty me when 'Windows. Feewall blocks 8 new
et altc program
Action Center .

Public networks Not Connected (!

Metwark and Shanng Conted a ke

5. If the firewall is not already active, click Turn on Windows Firewall for each of the
network types that your computer supports.

. « Syster and Secunty o Windows Furwall » Customicr Settngs v [ 43 ) Search Contret Purmel I
i

Customize settings for each type of network
You can medity the firewall settings for each type of network location that you we.
What are network locstions
Home ar work (prvate) netwark location settings

a @ Turn on Windows Firewall

Block #ll incemang connections, inchuding those in the ket of allowed programs
] Notity me when Windows Firewall blocks 8 new program
Q Tuen off Windaws Firewall (not recommended)

Puiblic netwark loc ation settings
0  Turn on Windows Firewall
Black ll incoming connections, including these in the list of allowed progeams.
¥ Notify e when Windows Firewall biccks s new program

Q 75 Tun off Windows Firewall (not recommended)

6. Click OK.
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The Windows firewall gives you a range of options depending on how much data you
wish to allow through the firewall. The two most useful are:

1. When the firewall is first activated, the majority of applications are

2.

automatically blocked, but you can overrule this block by checking the Notify
me when Windows Firewall block a new program checkbox.

From now on, every time an application first attempts to connect to the
network, Windows will prompt you asking if you wish to give it permission to
do so, your choice is remembered by the firewall. You should only give
permission if you are sure the application is safe.

@ Windows Firewall has blocked some features of this program

Windows Frewall has blocked some features of Steam Client Bootstrapper on all public and
private networks.

Name: Steam Client Bootstrapper
Publisher: valve Corporation

Path: D:'\games\steam \steam. axe

allow Steam Chent Bootstrapper 1o communicate on these networks:
| Private networks, such as my home o work network

o | Public networks, such as those in airpor ts and coffee shops (not recommended
because these networks often have little or no security)

llgwing 3 program through 3 fireviall?

Allow acxess Cancel

If you want to get maximum protection from the firewall, select the Block all

incoming connections, including those in the list of allowed apps option.

This will prevent other computers connecting to your machine unless your
computer has requested data. This is a very useful option if you are travelling
and using public wi-fi networks.
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