Safeguarding People in the Digital Environment

Adapted from UNICEF UK guidance developed during the COVID-19 pandemic.

Introduction

The Internet is part of our everyday life and used to support a variety of important activities such as communication, shopping, travel, education, banking, news updates and forms of leisure such as online gaming, eSports, and following our favourite sports through media and social media channels.   

It’s worth remembering that the online environment can be a positive space that connects and educates, and for some people, it can be a social lifeline. However, we know being online can cause risk of harm from people who would use technology for illegal reasons and seek to exploit others who may be vulnerable, therefore, we need to be vigilant. 

Guidance for children and young people on how to stay safe online

The online world can be really fun and positive, providing you with different ways to access education, and develop performance in your chosen sport whilst staying  connected with family and friends through apps and other social media platforms. However, it can also be a place where people can experience bullying and other types of harm, meaning they don’t always feel safe. 

Here are some ideas for keeping safe online. 

· Normal safety rules apply – just because you are online, don’t let your guard down, know the risks! Keep contact details and personal information safe and secure. Don’t share personal information like photos, documents, and passwords with people you don’t know or trust and keep private things private. Professional adults  (e.g. sports coaches, physios, sports scientists) should only engage online with you as part of the professional sports sessions they are delivering – don’t invite them or accept them as private ‘friends’ or contacts in online accounts. 

· Be aware of the law and keep safe – Remember, for children and young people aged under 18 years, it’s illegal and dangerous to share sexual or inappropriate images of yourself with anyone else, including people we think of as our boy or girlfriend. Once you post or send a message, video, or image it is out there forever, anyone can save it, send it or share it with others. 

· Be kind – the online environment can be a hurtful place. We need to be kind to each other, both on and offline. Don’t keep in contact with people that are being unkind online and tell a trusted adult, or if you have access, call your national helpline, if you need to talk. 

· Avoid negative websites and information that doesn’t help you feel positive and safe – information that you read online can be untrue, inaccurate, or posted to hurt people’s feelings because they may come from a certain country, cultural background, religion or have a difference like skin colour, disability, or sexuality. Sometimes it’s helpful to hear how other people are managing their difficult feelings but sometimes this sort of content online actually makes people feel worse about themselves. 

You should use the safety and security settings on social media platforms to block and report upsetting content. If you feel yourself being drawn to websites that are unhelpful or contain information about harming yourself in any way, you should tell someone you trust. Or if you have access, you can call your national helpline for support and advice.  

· What to do if you’re concerned or worried about anything – Not everyone is who they say they are online. If someone asks you to do something illegal or sexual or makes you feel uncomfortable online, you should tell an adult you trust or organisations like national helplines that are there to support and advise you. 

For parents/carers 

· Be aware – It can be easy to lose track of what our children are doing online especially if they access the Internet from home or another place we think is safe, like a sports club or accommodation on tour. 

Conversations with our children and young people about online safety can often be difficult but it’s really important that we understand the risks and know what our children are doing online, sites they maybe accessing and who they are connecting with. 

A few specific things to consider are: 
· People who seek children out online are always looking for ways to connect with them, so we need to keep reminding our children and young people about risks and using privacy settings on apps and platforms. 
· Children gaming online can gain access to ‘in game’ gambling content.
· Children being exposed to inappropriate violent or sexual content. 
· Children experiencing harm from other children, or causing harm towards other children.

· Set boundaries – Although children may need to be online for schoolwork and social contact, it’s a good idea to set some boundaries so that this is balanced with offline activities too. Too much time spent online can have an adverse effect on sporting performance through lack of essential rest and wider mental health. Also think about age restrictions - children are meant to be 13 years old to engage online with social media sites, so that they are mature enough to manage what they use the sites for. 

· Check in – make yourself known to adults who have online contact with your child, to understand and agree how they will communicate online. Check that they are contacting them for legitimate purposes, for example, if a sports coach has started online coaching sessions or performance analysis. 

It’s also good practice for adults to copy parents/carers into online communications with the children and young people (under 18 years old) and also to have another adult present in online groups for accountability, so feel free to ask the lead adult what they have put in place to make sure children are safe in the online groups they are running. 

Online one-to-one contact between child athletes and adults in sport, where no-one else can see or hear the interactions is poor practice discussion, so challenge this if you see it happening or become aware of it. 

· Report any concerns immediately – If you:
· are worried about the online interactions in sport or otherwise between any adults or children online;
· especially where your child or other children may be at risk from someone seeking to sexually exploit them;
You must report your concerns to a Safeguarding Officer in your sports organisation or if you have access, your national helpline or to relevant local safeguarding agencies like the police or organisations that provide advice and support. 

For professionals working or interacting in the digital environment

The digital environment can present some safeguarding challenges that you may not have considered before. In practice we need to apply the offline best practice standards of how we would engage with children, to the online environment. Below are a few things it might be helpful to consider: 

· Plan any online contact with safeguarding in mind – Just as you would plan any face-to-face activities with children and think about any risks and mitigations, you should plan online activities in the same way. 

Be aware of where you are engaging with children. For example, are you or they in the bedroom while they are online? What are children wearing and is it appropriate? Complete a risk assessment that maps out what the potential risks are and how these will be mitigated and consider some of the issues outlined below. Issue guidelines to the children and parents in advance of the online sessions.

· Be accountable – One of the issues when engaging with children online is that our actions and words are not always as visible to others as they would usually be. 
· Avoid one-to-one online contact with children and always have another adult involved in the discussion. 
· Try to engage with groups of children together so that there is a level of accountability for your actions, and ask parents to observe. 
· Where this is absolutely not possible, (for example a coach providing a one-to-one online training session), the young person should be in an area of their home that is visible to others (e.g. not in their bedroom).
· Ask the child’s parent or carer to check in with you and the child at the end of the session to talk through what you covered. 
· You should copy parents/carers into online communications with their children and young people (under 18 years old). 

· Keep professional boundaries – everything can feel very familiar and informal when engaging with people online. 
· Set and maintain clear professional boundaries at all times. 
· Keep your online engagement with children and young people focussed on the sporting activities and objectives.
· Never use your personal online channels or attempt to make private contact with children and young people.
· Politely decline any invitations you receive from children or young people to interact privately online. 

This guidance doesn’t mean that you can’t be warm and friendly, but you are just creating an open environment because you’re potentially engaging with children from a personal space.
 
· Separate out and close off accounts - be aware of the possible links between your professional and personal social media accounts. It is good practice to use a completely different account for engaging with children or young people so that you do not have to share personal social media contact details and there can be no confusion about the nature of the contact with children. 

It is also good practice to use closed groups that only include the children, young people, their parents, and other adults that are involved, so that they cannot be open to external individuals that could then access the children and young people separately. 

· Be ready to report – you may become aware of a risk of harm to the child or children you are engaging with. This may be because they will tell you about something they are experiencing or worried about or you may observe something about their home situation. Be aware of how to report any concerns, both where the child needs immediate medical or police assistance or where you can contact support agencies after the online session has finished. 

· Usual rules apply – The online environment can be negative and toxic for children and young people and you have the opportunity to role model positive behaviour and challenge anything that does not meet the high standards you would normally expect offline. 

Your sports organisation may have a social media and online safety policy for engaging with children and young people. Be sure to read and follow the conditions that are set out in that policy as it is there to protect you as well as the young athletes you are working with. 
