
What should you do if?... 
Digital safety cards
These cards are designed for use at Key Stages 2 / 3.  
They will be updated / changed to reflect pertinent issues.
This is the August 2008 v
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A message pops up on the screen saying:

“Hey! I’m Danny and I’m 8 years old.

Am looking for a friend in England.

Click here to send me an e-mail”.

What should you do?

A big star appears on your screen.

It flashes, and these words appear:
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You have won £100!
Click here now
to get your prize!
What should you do?

You are trying to find some pictures for your project about big cats. By accident, you find some pictures or photographs that make you [image: image5.wmf]feel uncomfortable or embarrassed.
What should you do?
[image: image6.wmf]You are carrying out a search when you receive a security message that says:

“Access Denied”
What should you do?
You get an e-mail from someone you know.[image: image7.wmf]  It says:

“Send this message to 5 people
OR you will have 5 years bad luck!”
What should you do?

You get an e-mail from your friend.

The message is about going out after school.
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There is an attachment with the message but your friend didn’t say anything about sending you an attachment in the message.

What should you do?



You are using Instant Messenger (like MSN).

[image: image9.wmf]One of your online ‘friends’ asks you for your address and telephone number.

What should you do?
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You are using the Internet to find out some information about some famous world leaders. You find a site that has lots of information but it’s hard to read. 
You have been told not to assume the information on all websites is true or ‘unbiased’ but you want to copy and paste all the text, as it will save you time.
What should you do?
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Your friend has been sent a text message to their mobile, they show you.  It says:

“We h8 yuhh.  We r goin 2 get yuhh l8r”

What should you do?




You are using the Internet to search for information on the 
Great Fire of London when you notice that there is a 
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free newsletter you can join if 
you give your e-mail.

What should you do?
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You are on a web site that your teacher has found for you.

You notice that there are some links to other sites with some more information.

What should you do?
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Your friend offers to share their Instant Messenger (like MSN) contacts with you.  They are very pleased because they now have 150 ‘friends’.
What should you do?
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You get sent a text message on your mobile saying:

“Cool ringtones.  Just text YES to download”

What should you do?

You are in a chat room – such as a hotel or another 
‘virtual’ world.
[image: image16.wmf]Someone is ‘talking’ to you and then asks if you want to chat ‘outside’ and can you swap email addresses?
What should you do?
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You are a member of the School Council and have been asked to write a news article for the school website. You find a great picture on the Internet that you want to use.  
What should you do?
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You are thinking about signing-up to 
a new ‘cool’ site where you can 
post pictures and talk to others.  
There’s a page where you can put all your personal information.

What should you do?
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Your friend has set-up a site (like MySpace or Piczo), even though they are not old enough to join the site.  They have not thought about using the privacy settings. You are looking at it and see they have put some pictures of you both on the site. 
What should you do?



[image: image20.wmf]You they have been ‘talking’ to a ‘friend’ on MSN and they ask you to go on webcam.  After a while, they ask you to do things that you don’t feel comfortable with.
What should you do?

You over-hear some classmates talking about a personal website.  You visit it and find it’s horrible about you, and even has a ‘vote’ to see who hates you.
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What should you do?
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Your friend wants you to
download some music and
send them some tracks.

What should you do?
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Your friend has been on a diet for a long time and is now really thin.  They show you some websites with very thin models and keep going on about how they want to “look like them”.  
They are very unhappy about how they look and don’t seem to see how that they are making themselves ill.
What should you do?
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You are sent a surprise email saying: 
“Your details have been safely received.

Please confirm by clicking on the link below and 
enter our prize draw to win a digital camera!”

What should you do?
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You are sent lots of texts that say horrid things such as: 
“u r ugly”, “rubbish clothes”, “stupid”, “no 1 likes u”.  

What should you do?
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You have been talking to an online ‘friend’ for some time.  They seem really nice and have loads in common with you.  
They have sent you a photo of themselves and you like the look of them.  
It’s the holiday and they ask to meet you in the park.  

What should you do?
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A friend of yours is feeling down.  They have been spending lots of time online talking to others who feel the same.  
You are worried that your friend is taking advice from these people.  

What should you do?

[image: image28.wmf]Your friend shows you a website their older brother uses to buy things online.  He is still signed-in because he’s bidding for something.  You find an item which you would like.  Your friends says:

[image: image29.wmf]
“Lets make some bids!”
What should you do?
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A friend shows you a video on the Internet, it is very violent and it upsets you.
What should you do?
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You have been chatting online with someone a older than your, in secret, for a while.  At first they seemed really nice and appeared to understand you better than your family. You know it was silly, but you found it easy to tell them lots of personal things, and you were pleased to have an ‘older boyfriend’ on-line. But now they are sending you very personal and ’explicit’ messages which make you feel uncomfortable and uneasy about the ‘relationship’.
What should you do?

[image: image32.wmf]You watch a video on the Internet; it shows a fight with someone getting hurt. You recognise the victim.
What should you do?
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A friend of yours has set themselves up on a social networking site even though they aren’t old enough.  They are pretending to be 15 and have called themselves “sexy kitten15”. They have been getting some suggestive and provocative messages and have now told you about it.

What should you do?
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You have some homework to research about a Play by Shakespeare.  You are asked to retell part of the story.  Someone has previously done this, and you get a copy of their document.  You are considering cutting and pasting their work to save you time.
What should you do?
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A friend of yours is obsessed with an online game and is playing it until late into the night.  Their parents do not know.  They are tired and irritable at school, but don’t want to stop. As they say they need to keep their character ‘alive’.
What should you do?
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A friend of yours has set themselves up on a social networking site even though they aren’t old enough. 

They are trying to persuade you to do the same.

What should you do?
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 You get an e-message, via a social group mailing, about a party.  You don’t know the person.  Your mates think it would be “a laugh to go and see what it’s like”. 

What should you do?
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You notice that after being on the computer for a long time at home, your neck is a bit stiff and your wrist hurts.

What should you do?
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You are using your games console to play an on-game with someone else in another country. You are getting to know them through playing the game.  They then tell you they have some ‘cheats’ they can send to you and ask for your address.

What should you do?


Possible activities
1. Consequences: As a whole class or in pairs / small groups discuss a selection or all of the cards: both the possible Risks and consequences and possible Actions.  Share.


2. Be SMART! Categorise: Pupils group the cards into 3 categories such as :


a) No or little danger.  [go ahead – its OK]
You just being lazy! 
b) Be SMART!  [Stop! Do nothing! Don’t reply or respond or open http://www.kidsmart.org.uk/yp/smart/]
c) Report! [Tell teacher / parent / responsible adult]
Report to provider! [phone company, Internet  Service Provider]
Report abuse! [to CEOP http://www.ceop.gov.uk/]

Ask pupils to identify where the risk is so high that they should report to CEOP.  Ensure they understand what CEOP is / when to use.
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3. Agony Aunt: in pairs / threes, get pupils to think of a problem card for themselves and write down the ‘problem’.  Swap with another group - who try to come up with an answer.  Share and get pupils / you to comment.
No or little danger
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